Net-Centric  Capability 
and  Improved  Battlefield 
Care 

Placing  the  Doctor  in  the  Battlefield 


Case  Studies  in  Defense  Transformation 
Number  3 

Stephen  Prior  and  Susan  Prior 


Sponsored  by  the  Office  of  the  Deputy  Assestsnt  Secretary  of  Defense 
Forces  Transformation  and  Resources 

Prepared  by  the  Center  for  Technology  and  National  Security  Policy 


Rep<irt  Documenlalion  Page 


PitJik  ^  l^»s  1  I  14  lOTi#  y  9iVl^  I  Nm^  ^  MlaJ  •  ^  0W<V  y 

■yfys«4«  *S  *4  t>  4  4  4t  fifi  I  4t  I  »«if  1^ 0i  ytHiyy**  fwvwu liit MUyiiwyM • 

«i^i.  M.4  M«  141  4»  I  •*»  »t4V  ,  ^  ^^rn‘n  ^t  'rtnmr  ^¥Mni  rif 

VA  O  ^  il)i  t»  ^  i|i  W  •  SAA^BI  •  i** 

mm9^^h  MH  .t  t  4»>»* 


•y«4«  to 

SmM  i3*^AfV^y4 
h  i  B  t^vw**A  «  y 


1  RiPCATDATV 

2007 

:  AbPoerTm 

^  IXNTI  ^CtUTtrO 

omH^luo?  ui  CHmH^lucr? 

A  TrTT£ANDSl  eTTTL( 

Nct^valric  Cbpahilitv  und  Improved  Bat(k5dd  ('are*  Plucifiv  the 

D^^ior  m  fhc  Battleritld 

(7)S  m\t"i  M  \ib^K 

CAAKT^VMeba 

V  flUX^RAM  blAMbNTNl  )»ie>K 

A  AVTHOfHS^ 

vj  peujELTNVMebx 

^  TA^K^UWebR 

^1  ^ow  uNiTNCiiieba 

^  ^RM)ftMlNCi  ()ftCAH^ATlt)N  NAWMSi  A>0  ACCRLSSi 

Naliiinal  tMtus€  ('nivers1)>Cealcr  for  Techibolom  and  Sationul  Sccuritv 
Pulky^Furt  Usiev  J*  McNair  D(>  2UAV0shinctuOsLH:4UI3l9 

H  MOANCIAIX^N 

0bPt)KTNl^lS€R 

«*  SPi;)vSi«!JMvM)Nm)AlNC  ACCNCr  KAMfiSj  ANQ  AOCRb^MV^i 

HI  iPONSORM^NCTOR  SAC  POSVU^M 

II  SP()N$<)AuM<^lT()lt  V  eiPCiKT 

Nl'WeUtrSf 

:  IHSTKII^I  TK)S  NXAI)  VKKin  STATbdiieNr 

Appruved  for  public  release;  di«4rihu(iun  unlimilcd 

SI  ?P1  KAIbNTAfiT  f^T5 

The  uricmal  ducuineoi  cuntain*^  color  iauc^* 

N  AKTILACT 

1$  lU^SLTTbXAlS 

1 

f  1 

1^  i  bC  U  PJT  ViUSS  I  PI  CATW^  Of 


*  wwr 
uoclii«k^cd 


«  AbmATY 

llncla^Mflcd 


(  THU  ^Mjt 

uncluTiified 


17  LDilTTATIUN  O^ 

AMimACT 


^\JW0bft 

oPPAcies 


32 


lU  ^AMSOP 
USPOKSlSLfe  PSIiSUN 


P«B  m^AAT  Am 


TtK  views  expresseil  in  this  aiticle  are  iho&e  of  the  authors  and  do  noc  reflect  the  official 
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U.S.  Government.  All  information  and  sources  for  this  paper  were  drawn  from 
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Introduction 


Current  pnoriiies  in  combat  casually  care  for  U.S.  forces  include  treating  casualties  as  £)r 
forward  as  possible  and  providing  lifesaving  interventions  in  an  increasingly  lethal 
banlespace  with  reduced  infrastructure  and  logistics.'  One  of  the  key  arinbutes  of 
network-centric  operation  advanced  by  the  Office  of  Force  Transformation  (OFT)  is 
increased  survivability  for  the  force.*  OFT  also  noted  that  past  improvements  in 
survivability  have  been  garnered  from  ''platform-ceninc”  capabilities.  With  a  new  focus 
on  network-centric  capabilities  it  is  appropriate  to  explore  how  this  approach  to 
operations  and  warfare  may  further  benefit  survivability  in  the  banlespace. 

It  has  been  suggested  that  the  survivability  of  our  troops  and  mission  success  can  be 
improved  by  expanding  the  flow  of  medical  information  on  the  battlefield  and  throughout 
the  chain  of  command^  Currently  available  capabilities  based  on  information  technology 
(IT)  can  support  this  prionty  by  developing  solutions  that  will  provide  decision  support 
tools  for  in-theater  medical  response.  These  technologies  will  provide  capabilities  for 
rapid  location,  diagnosis,  and  provisioning  of  effective  trauma  care  to  increase  warfighter 
survival  from  battlefield  injuries. 

Advances  in  civilian  emergency  response  have  demonstrated  the  utility  of  some  of  the 
candidate  IT-based  technologies.  At  the  present  time,  access  to  infonnaiion  including 
medical  support  is  limned  to  vertical  communication  on  the  baiiletield  via  the  soldier 
with  a  radio.  As  more  and  more  (T  solutions  are  deployed  in  support  of  the  troops,  the 
level  of  information  access  and  iransmissibility  will  increase,  offering  new  opportunities 
to  enhance  medical  support.  In  a  network-centric  banlespace,  many  of  these  new  IT- 
based  capabilities  could  prove  to  be  of  great  utility  and  ultimately  may  provide  for  even 
greater  battlefield  care  for  the  troops  and  lower  mortality  rates  during  conflict 

The  case  study  will  outline  some  of  the  key  civilian  and  military  options  for 
implementing  IT-driven  healthcare  solutions,  (i  also  will  identify  issues  that  remain 
unresolved  and  some  of  the  key  hurdles  for  implemeniaiion  into  the  networfc-ceninc 
banlespace. 

Background 

In  recent  warfare,  the  great  majority  of  combat  mortalities  occur  before  soldiers  have  had 
a  chance  to  reach  a  Military  Treatment  Facility  (MTF).  The  researchers  at  Dartmouth 
College,  who  are  among  the  leading  proponents  of  the  use  of  medically  onenied  IT- 


'  Office  c^Navd  R»c£Kb,  "Warti^tcf  Perfortiance  Dnanment  Cede  34.'’ AvailaUe  online  et 
<brtp  oor  oavy  miUsci 

‘  Office  of  Force  Trsfuformetion,  The  ImptemeKianon  NerwoHi~Cenvic  n'orfore  (WaslUD^n,  DC 
Depanniem  of  Delcfise.  Jafiuary  2005)  Available  oaline  at  <brtp /'wwd.oA  osd  tni1/1ibraryi1ibrary  files/ 
docutneol  387  NCW  Book  Lo«Reepdf^ 

'  Susan  F.  McCrfadid  al ,  'ARTEMIS  A  Vuion  tor  Remote  Triage  and  Emergeocy  Managefttcni 
Lnfonnaoofi  lotesration,’'  November  30. 2003  Available  ooline  at  <brtp'/ywwT>  ast^artmouib  edu' 
pro|<ct»TrseiBor<''anemivpaper»ARTEMIS  pdf'. 
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capabkIiTy  for  miliury  use,  have  noced  ihji  their  target  [population  la  the  2S 

percent  of  soldiers  killed  in  action  who  die  beiween  five  minuies  and  six  hours  of 
injury.”*  Their  claim  is  that  these  soldiers  live  long  enough  lo  be  rescued,  but  die  quickly 
enough  lo  be  otfecied  by  the  subopiimol  nature  of  the  current  (medical)  system.  It  is 
worth  noting  thot  of  all  the  casualiies  that  medics  attempt  to  rescue,  25  percent  are 
already  dead  belbre  the  medic  arrives.' 

It  IS  apparent  that  tremendous  strides  have  been  made  in  the  past  2  decades  in  the  area  of 
emergency  medicine.  This  progress  has,  in  eflect,  raised  the  stakes  of  battlefield 
medicine.  This  is  especially  true  during  the  critical  first  30  minutes  after  an  injury,  which 
accounts  for  86  percent  of  combat  deaths  This  improvement  means  that  survival  from 
combat  injuries  has  increased  to  90  percent  in  the  current  conflict  in  Iraq  and 
Afghanistan.  This  is  10  percent  higher  than  Operation  S/orm  in  the  early  1990s 
and  the  highest  for  any  confiici  There  are  several  reasons  for  this  improvement, 
including  improved  FT  solutions  that  offer  the  possibility  of  even  greater  improvements  if 
they  can  be  effectively  integrated  and  accommodated  into  an  increasingly  complex 
banlespace  that  is  rapidly  becoming  restricted  in  terms  of  information  flow  because  of 
limitations  in  communication  bandwidth. 

The  civilian  equivalents  ofbanlefield  medicine,  emergency  medical  technicians  (EMT), 
and  ambulance  care  are  also  seeing  a  revolution  in  patient  care  from  the  insertion  of  IT 
solutions.  Some  of  the  successes  otTer  lessons  tor  banlefield  medicine.  Valuable  lessons 
also  can  be  learned  about  the  obstacles  to  successful  implementation,  as  well  as  what  has 
proven  less  effective  Of  course,  road  traffic  accidents  and  disaster  responses  are  not  the 
banlefield,  and  care  must  be  taken  in  making  direct  translations  of  how  IT  can  contribute 
and  what  systems  may  be  required  for  implementation.  But,  given  the  need  to  continue 
improving  the  medical  care  for  our  troops  in  the  field,  civilian  medical  IT  innovations 
should  be  monitored  and  mined 

One  aspect  of  the  modern  battlefield  that  may  provide  a  key  component  of  an  IT-based 
improvement,  as  well  as  an  expansion  of  inierconnectivity  to  facilitate  some  of  the 
developing  heatihcare  technologies,  is  the  implementation  of  network-ceninc  approaches 
to  the  batitespace.  The  network-centric  approach  and  a^ociated  technologies  enhances 
communicaiions  at  all  echelons  within  the  force  and  across  the  baitlespace  This  study 
examines  current  civilian  capabilities  and  considers  how  these  may  be  effectively 
transitioned  to  the  battlefield  to  further  improve  the  survival  rates  for  our  forces. 

The  Military  Requirement 

Clearly,  battlefield  medicine  requires  significant  improvement  to  achieve  reduced 
mortality  and  seventy  of  casualties  However,  with  current  ireaunent  options  being 
limited  to:  waning  for  evacuation,  providing  intravenous  fluids,  applying  field  dressings, 
performing  surgical  conuol,  implementing  fracture  stabiiiaaiion,  and  administenng 


‘Ibid. 
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ttnfnediaiely  available  tnedicaiiona,  ihe  kinds  of  inierp’eniion  and  iheir  success  are  much 
more  limited  than  for  comparable  civilian  semngs.  Conversely,  with  only  limited  options 
available  lo  battlefield  medics  ihe  impact  of  innovative  technologies  can  be  readily 
evaluated,  assessed,  and  new  methodologies  or  technologies  developed. 

Medical 

If  would  be  unreasonable  lo  expect  battlefield  health  providers  trained  to  treat  common 
illnesses  and  injuries  to  be  able  to  provide  the  same  level  of  know  ledge  and  skill  as 
expenenced  diagnostic  specialists  and  emergency  room  surgeons.  Worse  yet,  in  some 
cases,  the  warfighter’s  buddy  or  the  soldier  himsel  f  may  have  to  provide  emergency  care. 
Thus,  there  is  a  great  need  for  an  integrated,  diagnostic,  decision-support,  and  procedure- 
support  system  that  can  quickly 

•  tdentify  likely  illnesses  or  injuries, 

•  offer  information  and  assistance  in  resolving  cases  of  inconclusive  evidence,  and 

•  provide  detailed  treatment  instructions,  consistent  with  the  healthcare  provider’s 
level  of  expertise. 

Moreover,  the  provision  of  the  IT  system  outlined  above  needs  to  be  accomplished  by 
troops  with  uaining  that  ranges  from  combat  lifesaver  training,  through  medics,  to  highly 
trained  medical  specialists. 

(nformoiioo  Technology 

The  Depanmeni  of  Defense  (DOD)  is  investing  significantly  in  information  systems  to 
support  network-centric  military  capabilities  and  joint  operauons.  The  integration  of 
health  and  combat  care  requirements  into  this  expanded  (T-based  capability  is  an 
important  component,  but  as  a  requirement  it  will  have  to  compete  with  a  wide  spectrum 
of  other  IT-rich  capabilities  (most  of  which  are  not  related  lornedical  concerns),  all 
seeking  to  use  a  military  IT  backbone  with  limited  bandwidth.^ 

In  contrast,  the  civilian  sector  faces  much  less  of  a  problem,  especially  in  urban  areas 
where  wireless  connectivity,  broadband  access,  and  other  IT  support  frameworks  are 
becoming  ever  more  abundant.  In  fact,  one  of  the  major  reasons  why  the  civilian  systems 
discussed  in  this  paper  have  developed  so  rapidly  over  the  past  decade  is  the  ease  of 
access  to  this  backbone  and  the  abundant  bandwidth  for  transmission  of  relevant 
information.  The  civilian  developers  of  IT-based  healthcare  capability  have  not  yet  had  to 
bee  many  limitations,  although  experiences  in  rural  areas  suggest  that  the  situation  in 
less  IT-rich  environments  may  require  some  of  the  mnovauons  that  the  military  research 
teams  are  developing 


*  Fora  review  of  issiks  suiroutiding  IT  itnpletneoiaiioo  m  DOD,  see  Josepfi  UaiL  editor.  MakinfitT 
Happm  Tran^nainfi UlUtaty  Teckt'Oiagy.  Defnise  &  Tectioology  Paper  20  (Wastiioglon, 

DC'  Center  For  Tocboology  and  Naiicnal  Security  Policy.  September  2005). 
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Vp^ere  lumlwKlih  is  limned,  soluuoas.  such  as  ibe  developmcni  of  multiple,  redundant 
rouiiBg  for  data  and  methods  for  queuing  data  packages,  are  being  explored.  Each  of 
these  poienual  solutions  could  be  assessed  for  uuli2aiion  on  the  bartlefield  but,  given  the 
life  and  death  oarure  of  the  medical  requirement,  resoluiioc  of  the  bandwidth  issues,  and 
pnoritizaiioB  versus  other  users,  are  imponaot  issues  for  effective  troop  deployment.  In 
this  context,  it  is  usportant  to  note  that  combat  iBjuries  are  by  tbeir  very  nature  episodic 
and  thus  do  not  require  cmutani  use  of  limned  bandwidth.  Nonetheless,  when  injunev 
occur,  they  impact  not  only  levels  of  morbidity  and  mortality  but  also  morale  Few  things 
impact  morale  more  positively  than  a  service  life  saved;  few  things  impaci  troops  as 
negatively  as  a  life  lost  becau^  of  an  ineffective  or  inefTicieni  respond. 

MIliury  Requlrenieoti 

A  future  system  should  be  capable  of;  extracting  iiUbrreatioo  from  the  soldier,  analyring 
i(  m  tmosforre  raw  data  into  clinically  useful  iBfortnation,  and  distributing  this 
intbrreatiOB  across  a  neework  ib  an  eiUcdcot  and  expeditious  manner. 

Chilian  Requirements 

The  requirement  in  the  civilian  sector  begins  with  the  same  goal  of  saving  lives  through 
effective  medical  intervention.  Several  other  requirements  are  common  to  both 
environments. 

•  I  mproving  medic  efficacy, 

•  establishing  baseline  metrics  for  EMS  via  in-depth  reporting  and  analysis  of 
operational  data. 

•  ensuring  complete  paiiaoi  care  reports,  aod 

•  using  integrated  field  data  for  syndromic  surveillance’  and  other  linked 
capabilities. 

Moreover,  the  civilian  requiremeoi  can  be  readily  categorized  into  two  areas;  emergency 
response  to  single  or  multiple  trauma  events  and  disaster  response.  These  deflnilions 
become  blurred  when  the  trauma  event  exceeds  10  or  so  patients,  but  in  general  this 
separation  helps  to  define  the  two  areas  of  concern  for  developing  a  robust  civilian 
capability.  It  also  helps  to  separate  two  different  IT  requirements'  ihe  detailed  paueni-by- 
patient  information  on  which  to  make  chmcol  decisions  pnor  to  a  patient's  entering  ihe 
treatment  facility  and  ihe  populaiion-focused  disaster  response,  which  demands  decisions 
about  triage,  prioniization,  and  facility  use,  among  other  things.  In  a  later  secuon  the 
progress  towards  these  two  goals  is  described  but  in  both  cases  the  available  IT  backbone 
and  medical  resources  in  the  civilian  sector  outweigh  the  likely  military  capacity 


'  The  lerm  "syfidrernc  sim'eillsice’'  applies  lo  survallasce  uaieg  tKaJiD-rclaied  data  ifiai  precede  diasnaais 
and  ugesl  Bsuftieient  prababUity  of  a  caseorao  ouibreak  lo  wamri  funlK*  public  beaJifi  mpoese 
TImiu^  bisioncally  syndniraic  wn'CillaaLe  biist«er)  uuUzed  cu  target  iDVCSUgatino  orpmeMaJ  casc&.  da 
uoCry  fur  deremog  ouibreiilu  iUMCwicd  wiiD  lootGrtonKB  is  ucrMsingly  beieg  explored  by  puhbc  hnidi 
officials,  bnp  cd;  govi^POidpbsvsyndromic  btoi 
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Addnional  burdens  in  the  civilian  sector  are  imposed  by  concerns  with  liabiliiy,  privacy, 
and  confideniialiTy.  These  either  do  noi  apply  or  represent  issues  of  only  limit^  concern 
in  die  military  banlespace  However,  higher  echelons  of  military  care  do  attempt  to: 


•  reduce  risk  tn  the  event  of  litigation  or  audits, 

•  eliminate  ineflicient  paper  processes, 

•  ensure  protocol  is  followed  consistently  on  each  call, 

•  establish  baseline  metrics  for  emergency  medical  services  (EMS)  via  in-depth 
reporting  and  analysis  of  operational  data 

To  limit  the  inclusion  of  data  that  has  only  limited  value  in  comparing  the  military  and 
civilian  sectors,  these  considerations  are  not  addressed  in  this  paper. 

Case  Study  Elemeois 

•  Emergency  (Traumal  Care 

c  Civilian  Capabilities 
o  Ml  titary  Ca^  Echelons  and  Combat  Care 
u  Military  Capabilities  and  Restrictions 
«  Network-centric  Operations:  Improving  fT  and  Medical  Capability  m  the 
Dattlespace 

Emergency  (Trauma)  Care  Civilian  Capabilities 

Improving  patient  survivability  by  moving  information  and  resources  closer  to  casualties 
in  the  field  is  a  major  objective  of  casualiy'irauma  care  research.  It  has  been  estimated 
that,  of  ISO.OOO  trauma  deaths  occurring  each  year  in  the  United  States,  some  25.000 
could  be  prevented  by  improving  immediate  trauma  care,  and  that  an  orchestrated  trauma 
system  could  reduce  preventable  deaths  by  as  much  as  SO  percent." 

The  origin  of  the  modem  civilian  trauma  system  can  be  traced  back  to  the  Amencan 
College  of  Surgeons  (founded  in  1922),  which  established  a  number  of  committees  aimed 
at  improving  medical  care.  From  an  initial  interest  In  fractures  and  hospital 
standardization,  the  college  went  on  to  form  the  Board  of  Industrial  Medicine  and 
Traumatic  Injury  in  1926.  From  these  beginnings,  great  strides  m  hospital-based 
emergency  care  were  largely  a  result  of  improvements  m  medical  practices  stemming 
the  U.S.  military's  wartime  experiences  ^  The  concept  of  the  civilian  paramedic  was 
inuxiduced  following  the  Vietnam  War,  when  there  had  been  a  need  to  tram  non-medical 
personnel  to  a.ssist  with  the  injured  prior  to  transportation  to  a  medical  facility.  The  first 
attempt  at  providing  a  coordinated,  systematic  approach  to  civilian  emergency  care  was 
inutiduced  inl966  in  Cook  County,  CA,  when  the  first  civilian  trauma  unit  was  opened  at 


‘  Braitts  €l  a]..  ‘'A  Case  S«n»  Aoalyns  of  MassCa«iiaJty  IrKidmis,"  Prelwp  Carr  2000,  Vol. 
4299-204 

D  R  B(>yd.  'H'lw  History  of  Emetgeory  Medical  Smio«s(EMS^  Systems  id  the  Uniicd  Slates  of 
A)nerKa.''iD  Sy^lfmiAppiwchloEmerxei^liMk'alCart.Xi^  Boyd, R.F. Edlidv and S H  MicOueds 
(Nonalk.  CK  Apfdctori-Ccmiry-CroAs,  I9S3 ) 
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itK  San  Francisco  General  Hospita].  This  was  shortly  foDoweil  by  the  first  staiev>ide 
system,  which  was  implement^  in  Maryland 

Before  enactment  of  the  Trauma  Care  Systems  Planning  and  Development  Aci  (PL  101- 
5901  1990,  only  a  few  states  had  trauma  systems  An  inventory  of  trauma  centers 

published  m  2003  indicated  that  50  states  had  1,154  centers  in  operation.  The  trauma 
centers  are  categori2ed  as  levels  1  through  V  according  to  the  level  of  care  that  can  be 
provided,  which  is  an  important  parr  of  the  determination  of  where  a  patient  should  be 
sent. "  Since  the  inception  of  trauma^emergency  systems,  numerous  studies  cited  in 
medical  literature  haveindicated  that  when  they  are  m  operation,  the  likelihood  ofa 
beneficial  outcome  increases.'* 

Concomitant  with  the  development  of  trauma  systems  was  the  development  of 
instrumentation  and  practices  to  support  medical  care.  Within  the  field  of  cardiology  it 
was  recognized  in  the  1 960s  that  a  capabili  ry  to  provide  mobi  le  coronary  care  had  the 
potential  to  significantly  reduce  mortality  in  heart  attack  (HA)  cases. In  the  United 
Slates,  initial  attempts  at  providing  mobile  coronary  care  were  inuoduced  in  196^  by 
New  York  City's  St.  Vincent’s  I  lospita),  which  transported  physicians  to  suspected  HA 
patients. 

While  this  early  concept  of  mobile  care  was  undoubtedly  beneficial,  it  made  inefficient 
use  of  physician  time.  A  capabtlity  was  needed  to  relay  information  about  a  patient  to  the 
most  relevant  physician  in  a  particular  hospital.  One  of  the  first  attempts  at  combining 
mobile  data  output  capabilities  with  medical  support  was  Medtronic's  LIFEPAK&  2 
deflbnllator/moniior,  which  was  introduced  in  1972.  This  was  the  first  portable 
defibrillator  lo  allow  transmission  of  the  patient's  electrocardiograph  (ECG)  signal  fiom 
an  emergency  vehicle  to  physicians  waiting  at  the  hospital.  In  the  decades  since, 
improvements  to  the  flow  of  information  related  to  emergency  response  systems  have 
been  hampered  by  technological  constraints  on  communication  and  instrumentation.  For 
years  the  systems  in  operation  forced  emergency  medical  response  communities  to  rely 
upon  paper  triage  tags,  clipboards  of  notes,  and  verbal  communications  using  telephones 
and  handheld  radios  for  sharing  information  during  a  medical  emergency.  Such  an 
approach  was  judged  to  be  labor  intensive,  time  consuming,  and  of  most  concern,  prone 
to  human  error.  Furthermore,  under  certain  circumstances  of  trauma,  it  is  not  always 
possible  to  transport  a  patient  immediately.  In  these  situations,  secondary  injuries,  such  as 


D  D.  Trunkery,  'Hisury  and  dcvdoemeni  of  oautna  cue  in  Uk  Uoned  Stales,’*  Cinuai  Orthopaedta 
atrdkeloffdRewi'l).  2000,  Vo1. 374;  36-46 

"  Commmet  on  tiK  Fuiure  of  Emergency  Care  mUie  Uniiod  Staler  Hcaliti  Sysiem.  HtupiiaJ'Basea 
Emergenty  Cart  (Waahingloo,  DC  NatiofttI  Academy  Prerr,  2006) 

'^SR  Slucktbrd.RC  Macketsie,  andD  B  Hoyi , 'Impact  of  a  irauma  system  on  outcome  of  se\'etdy 
injured  paiiems,'’.rrt4AvS(^&w‘«e*y.  19S7;  122' S23-$2Ti  DA  Guas  et  aL 'Tbe  impaci  ofa  tegiooalizod 
trautna  system  oo  trauma  care  in  San  DKi9Ccmuy'‘y4jtJta/fij^£m^rfeec}  UeJiMe,  lOSO.  vol  IS;  1 14 1* 
1 145;  G  Kane  ci  al,  'Impact  of  the  Los  Angeles  County  trauma  sysiemon  the  sumval  of  seriously  miurad 
patients,' Anmo/cVTVuoivto,  1992.  Vol  32.576>$A3,  R I  MuHios  et  aL 'Outcome  of bospualised  injured 
patients  after  insonnion  ofa  treufoa  system  mati  urban  area.' 24*f.r.  1994.  vol  271:1919-1924 
’  J.F  Paniridge  and  I S  Geddee,  "A  mobile  iniensivc-care  uon  lo  the  management  of  myocardial 
in&rction.'’ioac«,  1967,  vol  2,271-273 
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hypoxemia,  hypotension,  and  cardiac  tamponade'^,  can  become  )ife-(hrea(entng  and 
require  urgeni,  pre-hospiial  inierveniions. 

An  intiial  solution  lo  these  drawbacks  became  possible  with  the  advent  of  technology  that 
allowed  paiieni  information  lo  be  captured  electronically  at  the  scene  of  an  emergency 
and  wirelessly  transferred  to  clinical  and  operational  staff  Using  powerful,  mobile,  data 
collection  software  and  njggedized,  touch-screen  tablet  personal  computers,  emergency 
paramedics  are  now  able  to  document  such  patient  information  as  event  locationftime, 
patient  status,  and  initial  treaunent.  Transmission  of  this  type  of  data  alerts  hospitals  and 
allows  them  to  prepare  for  the  patient  Additionally,  by  simply  hooking  the  Tablet  to  a 
printer,  paramedics  can  generate  a  complete  and  legible  patient  record  on  arrival  at  the 
hospital 

A  number  of  companies  have  now  ftelded  electronic  patient  care  reporting  systems  for 
use  by  emergency  medical  services.  Zoll  Data  Systems  based  in  Broomfield,  CO,'^ 
claims  that  its  RescueNet*”  TabletPCR  combines  proven  technology  with  the  most 
advanced  user  interface  available. ' '  Other  tablet  personal  computer  (PC)  systems  include 
Medtronic’s  UFENET*  EMS'*  and  MobiMed,  which  is  produced  in  Europe  by  MEDOS 
AG.'*  The  concept  has  been  further  advanced  by  the  availabiliry  of  affordable  "pocket" 
PC  2002  compatible  personal  digital  assistants  (PDA)  devices  capable  of  being  used  by 
emergency  responders,  such  as  RescueNet*”  PocketPCR.^'^ 

In  addition  to  captunng  initial  data  keyed  m  by  an  emergency  responder,  systems  such  as 
RescueNet^'’^  TabletPCR  can  auiomaiicaily  import  data  from  medical  sensors  such  as 
cardiac  monitors.  Previously,  an  emergency  crew  would  have  to  write  down  or  key  in 
vital  signs  and  events  collected  by  a  monitor. 

The  systems  described  above  have  led  to  signiticant  advances  m  emergency  care, 
enabling  field  data  collection  to  become  more  standardized,  less  error-prone,  and  more 
efficient  The  integration  of  medical  monitors  and  the  automatic  capture  of  vital  pre¬ 
hospital  data  further  improve  decision  support  to  emergency  medics.  However,  these 
systems  are  only  suited  to  tracking  data  and  vital  signs  of  individual  patients.  To  date 
there  are  no  fully  vahdated/fielded  systems  capable  of  automated  monitoring  and  tracking 
of  mass  casualties.  Existing  systems  are  confined  to  the  bedside  and  require  mainframe 
computing  systems  that  are  not  consistent  with  "in  field''  usage. 


Cardiac  taftipooadc  la  ihe  compresMon  of  ihc  bean  caused  by  blood  or  fluid  accunuJauon  uiihc  spoce 
berween  ibe  tnyccardium  iibc  muscle  of  the  heen^  and  ibe  |Kiicaidiuni{tl)e  outer  covenng  sac  of  die  hnn) 
hae.'.'wwu'  nifti  mb.sov'lnadlineplus'eiKy/aniclc'OOOl^  him 

"  Tia  Gao  and  David  White,  “A  nexi  gcnrraiton  electronic  mage  to  aid  mas  casualty  emergency  medical 
t«spoasc,'’Junc  10,2006  Available  ooline  at  <brtp /'wwwaid-n  org/abouVPub'EKiBS  2006  Tnaga  pdf>. 

'rirtp  zolldaia  com'Ciue'ProducaFtNn  aip> 

'  <bnp  zolJdata  com'caiic.?rodiiL'tsFDataPC  asp> 

<brt|t  .•I’irv'w  tncdironiC'Cfs  conV> 

"  <bnp  ,'/'»VpV  tncdos.de/CA^Produkie/MobiMcd'MobiMed  php'navid-}T> 

^  '^irtp  ZDlldaia  com\-aiic.‘?rodiiL'tsFDauPPC  up> 
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As  recently  as  2003.  most  auiomaied  medical  montcors/sensors  relied  upon  hard-wired 
capabiliTy  to  connect  tt>e  sensors  on  ctK  body  (o  tt>e  measuremeni  ei^uipment  With  ihe 
advent  of  Blneiooih  wireless  technology,  suppliers  of  medical  monitoring  ei^uipment  arc 
increasingly  exploiting  the  wireless  concept  to  improve  upon  their  own  technology.  One 
of  Ihe  first  of  these  new  svsiems  I  icensed  for  use  by  the  Food  and  Drug  Administration 
(FDAK  was  the  Lifesync''  wireless  ECG  produced  by  CiMP  Wireless  Medicine,  Inc , 
^'which  was  firsi  adopted  by  the  Mercy  Hospital,  FL,  in  2004.  An  overview  of  the 
application  of  wireless  technology  to  the  medical  field  has  been  published  online  by 


..  22 


Washington  University  m  St  Louis. 


Wireless  monitoring  equipment  may  solve  the  recognized  need  to  be  able  to  transition  the 
status  tracking  of  multiple  patients  ftom  a  bedside  capability  to  an  “in  field”  capability. 
This  capability  could  dramatically  improve  management  ot'disasiers  that  cause  mass 
casualties.  If  emergency  field  personnel  and  hospital  staiT  are  lo  be  able  to  provide 
etreciive  trauma  care  without  being  overwhelmed,  first  responders  need  to  be  able  to 
rapidly  triage  the  injured  and  severely  injured  in  a  coordinated  manner.  Tradiuonally,  the 
triage  process  has  occurred  at  the  hospital  gate— most  often  at  the  entrance  to  the 
emergency  department.  The  earlier  a  decision  can  be  made  regarding  a  patients  needs,  the 
better  the  quality  of  care  and  the  more  efficient  the  use  of  resources.  The  lack  of 
coordination  associated  with  directing  a  patient  to  the  most  appropriate  setting  was  cued 
as  a  cntical  issue  impacting  the  delivery  of  emergency  care  in  a  recent  publication  by 
the  Committee  on  the  Future  of  Emergency  Care  in  United  States  Health  System 


An  emergent  class  of  devices  known  as  Sensor  Networks  are  claimed  to  have  the 
poieniia)  to  revolutionize  the  capability  of  first  responders  to  capture,  process,  and 
commumcaie  cntical  data  The  networks  are  said  to  represent  the  next  step  in  wireless 
communication  miniaiurizaiion  They  consist  of  small,  low-power/low-cost  devices  with 
limited  computational  and  wireless  communications  capabilities.  Due  to  the  low  power 
requirements  and  small  size  of  the  devices,  it  is  thought  possible  that  they  could  be 
embedded  into  wearable  vital  signs  monitors  and  location-tracking  devices  for  both 
patients  and  first  responders  As  components  of  a  disaster  management  solution,  sensor 
network  expens  believe  that  they  could  be  utilized  for' 


•  tn-field  patient  triage  and  tracking, 

•  temporary  storage  of  individual  patient  information,  including  on-scene  physical 
exam  findings,  u^imeni  types,  and  u^imeni  response, 

•  simultaneous  physical  environmental  momionng,  and 

•  tracking  location  and  status  of  first  responders  and  patients. 


•  hnp coni'> 

“  tbrahifti  NoorzsK,  'Survey  Medical  Applicauoas  of  Wudns  Networks, ”  April  24, 2006 

AvsiUble  online  ai  <linp;^'wwsi>xt  wusil«luf-^ain/es(ST4-06/Oe/mcdKal  wudes9/lndei:.lnni]> 
Conmioee  on  iltc  Fuiurc  of  Eitiergency  Care  mihe  Unitad  Siaiee  Healiti  Sytiem.  Htupiul'Basea 
Ejnerjienev  Cjre(Waahin£loo,  DCi  NatiOMi  Acadamy  Preat,  2006) 

^  Konrad  Lorioez  et  aL  “Sensor  Networks  for  Emergeticy  Reepoase'  Challenges  andOpportuotiies,''  /£££ 
Fenadv«  Cimpy/utg.  Special  Issue  on  Pervasive  Compuling  for  Fcsi  Response,  Oci-Dce  2004 
Available  online  ai  <liTtp;'''www.eecs  han^rd  edW-<ndw>'paperVcodeb1uc*teecpvc04  pd^. 


However,  compared  lo  irodiiiona]  sensor  nerwortcs,  (hose  devised  for  suiuble  applications 
of  medics)  ffloniiortng  need  lo  be  abte  to  provide  high  rales  of  data  transmission  and 
reliable  communicaiions  lo  multiple  receivers,  such  as  medics’  PDAs.  Moreover,  systems 
designed  for  medical  use  could  not  use  iradioona)  in-networfc  aggregation,  because  It 
would  be  inappropriate  to  combine  data  from  more  than  one  individual.* 

A  wireless  sensor  networit  at  the  forefront  of  medica)  care  research  is  the  CodeBlue 
system,  which  is  being  developed  by  the  Division  of  Engineering  and  Applied  Sciences, 
Harvard  University.’^  CodeBlue  software  is  designed  lo  provide  routing,  naming, 
discovery,  and  security  for  wireless  medical  sensors,  PDAs,  PCs,  and  other  devices  that 
may  be  used  to  monitor  and  treat  patients  in  a  range  of  medical  settings  CodeBlue  is  also 
designed  to  scale  across  a  wide  range  of  network  densities,  ranging  sparse  clinic  and 

hospital  deployments  lo  very  dense,  ad  hoc  deployments  at  a  mass  casualty  site.*’ 

The  CodeBlue  platform  (with  a  modified  MOTE^  system)*'  has  been  incorporated  into 
a  next  generation  electronic  triage  system— the  Advanced  Health  and  disaster  Aid 
NeswoA  (AID-N),  which  is  being  developed  by  the  Johns  Hopkins  University  Applied 
Physics  laboratory  A  prototype  system  has  been  developed  in  collaboration  with  three 
EMS  groups  in  the  Washington,  DC,  Metropolitan  area;  the  CodeBlue  sensor  network 
has  been  integrated  with  the  MICHAELS  (OPTIMUS  Corporation)  pre-hospiia),  patient 
care  software.  The  standard  MICHAELS  system  has  been  modilied  so  that  it  can 
automatically  record  and  analyze  a  patient’s  vital  signs  on  a  PDA  device  and  inform  a 
responder  of  abnormal  changes  in  status.  Additional  information,  including  patient  ID, 
triage  details,  ireaimenis,  photographs,  and  location,  is  immediately  transmitted  to  a 
remote  server  for  further  dissemination  Information  can  be  viewed  from  the  server  by 
Emergency  Department  personnel,  incident  commanders,  and  remote  medical  specialists 
to  en^le  a  coordinated  and  effective  response. 

In  addition  lo  AID-N,  the  Code  Blue  Platform  is  also  being  incorporated  into  the  iRevive 
Airmedica)  Patient  Care  System,  which  is  being  developed  by  lOBIade  in  conjunction 
with  Boston  Medflighi.’^  A  unique  feature  of  this  system  is  said  to  be  ns  use  of 
knowledge-based  rules  to  compile  accurate  data,  including  streaming  vital  signs  data, 
procedural  information,  and  response  lo  treatment  "real-time”  into  a  patient’s  record. 


^  Victor  Sboayderei  al.  “Sensor  Networks  for  Medical  Care,”  HarvanJ  (Jnivertity  Tecbnical  ReBon  7R- 
200$  Available  oolineat  <bnp  ''svww  ete^lttrvard.edii/-mdv<.'paDervco(iebliie'iacbrept65  pOf^. 

“  <bnp  /’svww  e«e&lttrv8rd.«dii/Mndw/|)roj.'Codeblua/> 

^  David  Malan  ei  al,  'CodeBlue  An  Ad  Hoc  Sciisot  Nervork  Inbaaiructuie  for  Etnetgeney  Medical  Care," 
20(U  Available  online  at  <liTip./Avww.ecc«  harvard  cdu/-<ndw'MfKrVcodcbliie*b9oM  pdt^ 

'  Tia  Gao  €t  al,  'Vital  ei^s  monitoring  and  patient  tracking  over  a  w  ireJns  nervork  ”  Proceedings  27^ 
IEEE  EMBS  Annual  Imeruauorial  Contereoce,  September  2005  Available  onlioe  at 
<bnp  e*c&hBrv8rd.edii/-mdw.paDet^moDnoring-eftibs05  pdf> 

^  Tia  Gao  et  aL  'litiproviag  Pasem  Monitoring  and  Tracking  in  Emergency  Re^onse,"  Proceedings  of 
International  Confmenceon  Inibrmsiun  Cotnmunicaiton  Tedinologies  in  Heahh.  July  200$ 

Available  online  at  slnipi/i'www.eccs  hanard  edii''-tndw'PM*^^''noniioriDg-icictliO$  pdf>. 

**  <svww  1 0blade  com> 
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While  ihe  above  noied  re&earch  has  iremetvloijs  tmphcaiions  for  (he  improvemeni  of 
civi  lien  medical  emeegency  care,  (he  development  of  ihe  prototype  systems  is  already 
beginning  to  highlight  issues  that  may  impact  (heir  progress.  Notwithstanding  difTiculdes 
associated  with  implementing  novel  technologies,  of  concern  when  responding  to  civilian 
needs,  would  be  (he  lack  of  a  centralized  paoent  database  To  facilitate  an  optimal 
response,  physicians  must  have  access  lo  as  complete  a  patient  record  as  possible  so  that 
they  can  taJce  into  account  previous  medical  conations  and  therapies  when  making 
lifesaving  decisions  Also  of  importance  is  the  requirement  to  maintain  patient 
confidentiality  This  will  be  of  utmost  importance  when  multiple  responders  may  be 
involved  in  the  ''handover”  of  a  patient  and  that  person’s  data,  were  it  to  be  accessible 
horn  a  centralized  patient  databa.se. 

Military  Care  Echelons  and  Combat  Care 

The  re<^U(remenis  for  U  S.  military  combat  care  have  been  established  over  the  230-year 
history  of  army  medicine  Each  of  the  services  has  a  slightly  di  ffereni  basis  for 
addressing  the  requirements;  clearly  (he  types  of  injury  and  capabilities  in  (he  U.S.  Navy 
or  U.S.  Air  Force  are  diftereni  from  (hose  of  the  Army  and  Marine  Corps,  but  the 
principles  remain  constant.  This  paper  will  focus  on  land  forces  and  will  identify 
opportunities,  challenges,  and  nerwork-centnc  requirements  based  on  an  Army  approach 
to  casualty  care. 

The  Combat  KeaJtli  Support  .System  (CHS) 

The  mission  of  CHS,  lo  ‘conserve  the  fighting  strength,"  is  accomplished  by  prevention, 
treatment,  and  evacuation.  The  CHS  system  provides  medical  care  as  far  forward  on  the 
battlefield  as  (he  laciical  situation  wil!  permit,  allowmgihe  mavimum  number  of  combat 
soldiers  10  return  lo  duty  (RTD)  as  early  as  possible.^' 

Echelnos  of  C'ombai  Health  .Support 

Combat  health  support  is  arranged  in  echelons  (levels)  of  care.  Each  echelon  of  care 
reflects  an  increase  in  CHS  capabilities  while  retaining  capabilities  found  m  preceding 
levels  of  care. 


US  Army, Available onlioc ai'lilip.i'/ncoa.ameddafniy.mil.'PnniDocV 
03  SH  CHSSv20Sys.(5oc> 
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Rgiir<!  1.  Echefous  uf  Coinbut  )letlth  Support 


ASMC  -  Ares  suppcn  medjcal  company 

ATM  •  uikonced  Cnuma  msaAgemeni 

BN  -  hanalion 

BSA  -  bngadr  support  area 

CB  -  combat 

CLR  STA  -  clearing  siation 
COMMZ  -  coounurucaUons  rone 
CSH  -  combat  support  hospiiaJ 
DS  •  divtaion  support  area 
I^C-  echeloos  abot'e  corps 
tMT  -  emergency  medical  Racment 


KSMC  -  I'OfLWARD  suppod  rocdical 
company 

m  -  FORWAJID  surgical  leam 
MaSH  •  mobile  army  surgical  bosprlaj 
MED  •  medical 

MSUC*  mam  support  medical  company 

R£OT  -  legnneoL 

SRr  B  N  •  support  banalion 

SQDN  •  squadron 

TRMT  -  Deannem 


II 


Traditional  Army  M«dicol  Wartime  Structure’^ 

TtK  Army's  tKalih  service  support  system  is  designed  to  be  a  single,  integrated  system 
that  reaches  ftom  the  combat  zone  in  the  theater  to  the  continental  United  Slates 
(CONUS).  The  underlying  idea  is  that  die  system  isa  continuum  of  care  in  which  a 
soldier  injured  on  the  battlefield  will  be  provided  a  full  range  of  services,  from  simple 
first  aid  in  die  theater  to  more  definitive  care  at  a  fixed  facility  within  CONUS  or  Europe 
To  meet  these  wartime  needs,  health  service  support  in  the  dieaier  of  operations  is 
organized  into  echelons  of  care.  These  echelons  extend  rearward  throughout  the  theater 
and  depend  on  a  reliable  evacuation  system. 

Echelon  I.  Echelon  1,  die  first  medical  care  a  soldier  receives,  is  unit-level  health  care, 
which  includes  u^imeni  and  evacuation  from  the  point  of  injury  or  tllnea  to  die  unit's 
aid  station.  This  echelon  includes  immediate,  lifesaving  measures,  disease  and  non-battle 
injuries  (DNBI)  prevention,  combat  stress  support,  casualty  collection,  and  evacuation  to 
a  supporting  medical  treatment  facility  At  this  echelon,  medical  care  encompasses  self- 
aid,  buddy  aid,  combat  lifesaver,  combat  medics,  and  a  treatment  squad  (battalion  aid 
station) 

Eclicloo  11.  Echelon  II  is  division-level  health  service  support,  which  includes  evacuating 
paiienis  from  the  unit-level  aid  stations  and  providing  initial  resuscitaiive  treatment  in 
division-level  medical  facilities.  This  echelon  includes  medical  companies,  support 
battalions,  medical  battalions,  and  forward  surgical  teams,  as  well  as  intra-theater  patient 
evacuation  assets  At  Echelon  1(,  emergency  care,  including  beginning  resuscitation 
procedures,  is  continued.  Soldiers  who  can  be  returned  to  duty  within  24-72  hours  are 
held  at  this  echelon  for  treatment 

Eclieloo  1(1.  Echelon  111  is  corps-level  health  service  support,  which  includes  evacuating 
patients  from  supported  divisional  and  non-divisional  units  and  providing  resusciiative 
and  hospital  care.  In  addition.  Echelon  III  includes  providing  area  health  service  support 
within  the  corps'  area  to  units  without  organic  medical  units  Echelon  ((( care  is  provided 
by  such  units  as  mobile  army  surgical  hospitals  (MASH),  combat  support  hospitals 
(CSH),  evacuation  hospitals  (EVAC),  and  field  hospitals  (Fll).  Patients  unable  to  survive 
movement  over  long  distances  receive  surgical  care  in  an  Echelon  HI  hospital.  In  these 
theater  hospitals,  patients  receive  care  that  will  either  allow  them  to  be  returned  to  duty  or 
stabil  ized  for  evacuation  out  of  the  corps  or  out  of  the  theater  altogether. 

Eclieloo  IV.  Echelon  IV  is  a  communications  zone  (COMMZ)-level  health  service 
support,  which  receives  patients  evacuated  from  the  corps.  This  echelon  involves  treating 
the  casualty  in  a  genera)  hospital  and  other  COMMZ-level  facilities  Here,  patients 
receive  further  u^atment  to  stabilize  them  for  their  evacuation  to  CONUS. 


^  Loi9  M  Qavis,  «i  el,  ‘'Aimy  Medical  Suppon  tor  Peace  Opctetionsend  Hutnafiiiarian  Aseutancr'' 
Available  online  at  4inp''i'www.rand  org/pubs/monogjapli  N|9ons^R773/'iDdn.lnnd> 
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Eclicloo  V.  Echelon  V  is  ihe  most  deiinKive  care  provided  lo  al)  caiegories  of  paiienu  m 
CONUS  and  oui  of  CONUS  Army  hospiuia.  Echelon  V  is  the  CONUS-susiaining  base 
and  is  where  the  ultimaie  ireaiineni  capabihry  for  patients  from  the  theater  resides, 
including  full  rehabilitative  care  and  tertiary-level  care. 

The  echelons  and  types  of  care  are  summarized  in  table  I 

Table  1.  Ecbdons  and  Types  of  Care  Provided 


Echelon 

Faclllrv 

• 

I 

Battalion  Aid  Station 

(1 

Medical  Company 

(11 

Combat  Suppon  Hospital 

IV 

Theater  Hospital 

V 

1  lome  Station  Hospital 

Type  of  Care 

Tactical  Combat  Casualty  Care 
Field  Troop  Medical  Clinic 
Specialty-based  ''hospital”  care 
Rehabilitate  and  return  to  duty 
Long-term  recovery 


Assumptions  about  the  Medical  Structure 

•  Health  service  support  will  be  a  single,  integrated  system  that  reaches  the 
forward  area  of  a  combat  zone  as  Ibr  rearw^  as  the  patient's  condition  res^uires, 
including  to  CONUS 

•  The  di  fferent  echelons  of  care  wi  II  be  connected,  allowing  for  the  uninterrupted 
care  and  u^iment  of  the  wounded,  injured,  or  sick.'* 

•  Fixed  facilities  will  exist  at  Echelons  IV  and  V  to  which  patients  can  be  evacuated 
from  the  theater. 

•  The  system  is  geared  toward  stabilizing  and  evacuating  patients  ftom  the  theater 
to  a  more  definitive  level  of  care,  when  necessary 

•  A  viable  and  timely  evacuation  system  exists,  with  dedicated  MEDEVAC  aircraft 
and  personnel  assigned  to  the  mission. 

«  A  viable  medical  logistics  supply  system  exists  that  is  based  on  FDA  standards. 

•  U.S.  military  standards  of  quality  of  medical  care  and  equifMneni,  units,  personnel, 
and  training  will  be  adhered  to 

Assumptinos  abnut  the  Nature  of  the  Poileni  Population 

•  Troops  will  represent  a  healthy,  young  adult  population  (predominantly  male) 

•  Troops  will  have  a  high  level  of  medical  and  dental  readiness,  minimizing  the 
number  of  chronic  and  acute  medical  conditions  that  may  require  treatment  in  the 
theater  of  operations. 

•  Troops  will  have  good  preventive  medicine  support  throughout  the  course  of 
deployment  and  during  the  predeployment  phases. 


CMKinne  for  HeaJtli  Service  Suftpon  in  ImdI  Opcraiioee,  loim  Pub  4-02.  April  16, 1995, 1-6. 
'■Ibid 


As<iimp(ion<  ahoui  (he  Demand  for  Services 

•  The  demand  for  medial  services  will  (end  lo  be  primarily  for  trauma  and  surgical 
care,  since  good  preventive  medicine  support  and  a  high  level  of  physical 
readiness  of  (roops  wilt  serve  (o  minimize  DNBIs  requiring  ireaimeni  in  (he 
ihea(er  Itself 

•  The  range  of  diseases  expected  lo  require  treatment  in  the  theater  will  be  limited 
to  naturally  occurring  and  common  infectious  diseases,  such  as  upper  respiratory 
infections,  and  to  diseases  endemic  to  a  particular  region. 

In  addition  to  the  tbrmal  echelons  of  care  outlined  above,  U  is  important  to  note  that  over 
the  last  1 5  years,  since  before  the  Operation  Daen  Storm,  a  new  concept  m  war  surgery 
has  emerged  called  the  lor>varJ  sur}/iicaJ  team}^  Taking  lessons  learned  from  civilian 
trauma  centers,  the  methods  of  damage  control  were  applied  to  war  surgery.  Damage 
control  techniques  involve  using  multiple  short  surgeries  instead  of  one  long  surgery  to 
care  for  severe  trauma  This  practice  allows  more  time  for  the  body  to  catch  up  with 
blood  loss  atvj  infection,  and  has  proven  a  very  imponani  to  the  increased  survival  of 
severely  injured  patients  on  the  civilian  side.  The  military  version  is  small,  highly  mobile 
surgery  units  that  can  move  with  combat  units  and  provide  from  line  surgical  care.  In 
keeping  with  the  damage  control  concept,  the  surgery  done  at  these  facilities  is  short, 
limited,  and  not  complex.  Essentially,  bleeding  and  ongoing  coniaminadon  from  leaking 
bowels  are  controlled,  and  (he  patient  ts  quickly  transferred  to  a  higher  level  of  care. 
Because  of  the  dichotomy  of  providing  highly  specialized  care  in  a  very  forward  position. 
It  falls  outside  the  usual  echelon  classification  system 

Tacdcal  Combat  Ctsuolty  Care  tnd  Environments  of  Care 

Tactical  Combat  Casualty  Care  (TCCC  or  TC31  is  imegfal  to  (he  U.S.  Army  training 
docu^ne  for  medics.^*  It  incorporates  principles  for  provision  of  immediate  evaluation 
and  management  in  combat  environments.  The  comtei  environment  ts  the  element  that 
determines  how  TC3  differs  from  standardized  evaluation  and  management  strategies  m 
non-combat  (e.g.  civilian  and  non-combat  military)  environments. 

Military  Occupational  Specialty  (MOS)  (raining  for  the  U.S.  Army  Combat  Medic  is 
cutrendy  based  on  the  principals  of  a  Department  of  Transportation  (DOT)  EMT  Basic 
course,  and  Basic  and  Advanced  Trauma  Life  Support  (ATLS).  While  these  guidelines 
provide  a  standardized,  systematic  approach  to  the  management  of  the  civilian  trauma 
paiient,  some  of  these  principles  may  no(  apply  to  the  combat  setting.  Importantly,  the 
pre-hospiial  phase  of  caring  for  combat  casualties  continues  to  be  critical,  since  up  lo  90 
percent  of  combat  deaths  occur  on  (he  battlefield  before  a  casually  reaches  a  MTF.  Such 


'‘ABC  News.  “Miliiary  Surgeons-Eciwlons  c^Care.''  Maicli  15,2006  Available  online  ai 
<t)np  //abclocal.go  conVwpv  i/story'^lton^^ion  world&iil^  1 1 0 147>. 

**  Fleftiing-Mtcliad,  K.  '^edte's  Poweriu)  Tool  Tracb  Cat,"  Hot  Heus,  IStli  ModicaJ  Comtnanil 
InterNet,  2003  Available  oohneai  <enp'//svww  sroul,£meddafniy.mil'sub/higli1igl)t^  view  asp?niifa=3>. 
See  also  taiK.org/svBbsiie  bnusii'index  liitnl  and  bnps  ^^svww  tiKd.sfniy.mil'BUIST-J  as^. 
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fdciors  as  enemy  fire,  me>jical  equipment  linuiaiiona,  a  widely  variable  evacuaiion  time, 
laciical  consideraiionK  atvj  ihe  unique  problems  entailed  in  tranqioning  casualties  must 
all  be  addressed.  The  three  goals  of  TC3  are;  treat  the  casualty,  prevent  additional 
casualties,  and  complete  the  mission. 

Stages  of  Care 

In  making  the  transition  ftom  the  standards  of  civilian  emergency  care  to  the  tactical 
setting.  It  IS  useful  to  consider  the  management  of  casualties  that  occur  during  combat 
missions  as  being  divided  into  three  distinct  phases;  care  under  Hre,  tactical  field  care, 
and  combat  casualty  evacuation  care  (CASEVAC).^’  This  approach  recognizes  a 
particularly  important  principle  —performing  the  correct  intervention  at  the  correct  time 
in  the  continuum  of  field  care.  A  medically  correct  intervention  at  the  wrong  time  in 
combat  may  lead  to  further  casualties. 

Care  under  friv  is  the  care  rendered  by  the  medic  at  the  scene  of  the  injury,  while  he  and 
the  casualty  are  still  under  etTeciive  hostile  Ere.  Available  medical  equipment  is  limited 
to  that  carried  by  the  individual  soldier  or  the  medic  in  his  aid  bag 

Tai'iicat  JU/J  care  is  the  care  rendered  by  the  medic  once  he  and  the  casualty  are  no 
longer  under  effective  hostile  Ere.  It  also  applies  to  situations  in  which  an  injury  has 
occurred  on  a  mission,  but  there  has  been  no  hostile  Ere.  Available  medical  equipment  is 
still  limited  to  that  carried  into  the  held  by  medical  personnel.  Time  to  evacuation  to  an 
MTF  may  vary  considerably 

CASEVAC  ts  the  care  rendered  once  the  casualty  has  been  picked  up  by  an  aircraft, 
vehicle,  or  boat.  Additional  medical  personnel  and  equipment  that  i^s  been  pre-siaged  m 
these  assets  should  be  available  at  this  stage  of  casualty  management. 

Based  on  this  overview  of  the  principles  that  underpin  military  combat  (trauma)  care,  the 
capabilities  and  requirements  for  an  IT-based  enhancement  are  outlined  below 

Military  Capabilities  and  Restrictions 

Medical  Capabilities 

Researchers  focusing  on  developing  triage  systems  for  the  battlefield  noted  that  military 
banleEeld  scenarios  have  changed  dramatically  over  the  i^i  century  from  casualty 
intensive  trench  warfare  to  covert,  small  unit  operations  ”  The  health  and  safety  of  each 
individual  soldier  is  now  essential  to  the  success  of  every  mission.  As  a  result,  the  care  ot 
wounded  soldiers  in  the  battlefield  is  becoming  an  increasingly  important  part  of  military 


Grater  MA.  Van  Scoy  D  “Hov*  sveH  dors  drcisioo  support  fohwarr  prrronti  in  ilKrmrtgenry 
ileparDnmT?''£nrr;eriK>'  3003, 20  426-428 

*  S  M.  Wcfidelken.  S  P  McGrath  and  G.  T.  Blike,  "Agmi  Based  Casualty  Care- A  Urdical  Eipm  System 
tor  Modem  Tnegc  '  Available  onlioe  at^Jinp^.^ww  isle  darttnouth  rdiV|)rojecia'fncruors''anmua' 
pa  p  STS' ate  ca  re  • « uza  n  n  c.  pd 
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operaikons  The  extreme  conditions  of  combat  make  effective  casualty  care  exceedingly 
ditliculi  and  put  medics  at  great  nsk.  Limned  communication  and  resources  m  the  field 
degrade  casiiairy  care  and  increase  nik  to  the  medic  A  flexible  and  efficient 
commimicaiion  system  that  enables  seamless  exchange  of  information  regarding  a 
soldier’s  history,  medical  siatus,  and  ireaimeni  among  ail  levels  of  combat  care  is 
essential. 

Combat  care  has  unique  requirements  that  result  from  the  types  of  injury  and  the 
constraints  that  result  from  the  limited  capabilities  in  the  first  echelons  of  combat  care. 
Work  is  already  underlay  within  D<)D  to  develop  and  rest  technologies  that  provide 
collection,  analysis,  and  archiving  of  electronic  medical  records  to  make  them  available 
at  the  point  of  care  in  battle  as  well  as  in  a  non-battle  context.  Figure  2  depicts  hardware 
and  software  components  used  for  data  consolidation  by  the  Theater  Medical  Information 
Program  (TMIP)'  TMIP  was  designed  to  rectify  deficiencies  identified  during  the  first 
Gulf  War  (Operations  Desert  ShieldT>esert  Storm)  and  other  operations  These 
deficiencies  included  alack  of  const  stent  information  capture  within  and  between  the 
Services,  a  tack  of  inieroperability  between  systems,  and  significant  deficiencies  in 
communications  between  the  medical  entities  of  the  Services 
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Figure  2.  Cojnpun«nb  uvvd  for  dam  cuiboUdatlun  by  IbvTbuitcr  Modkul 
faformoiioo  Progrom  (TM(P) 
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Hardware  and  software  components  used  for  data  consolidation  are  pan  of  the  Theater 
Medical  Inlbrmation  Program  (TMIP).’"  TMIP  was  designed  to  rectify  deficiencies 
identified  during  Operations  De^erf  Shie/d and  Dgseri  Stonn  and  other  operations.  These 
deficiencies  included  a  lack  of  consistent  information  capture  within  and  between  the 
Services,  a  lack  of  inieroperabiliiy  between  systems,  and  significant  deficiencies  in 
commimicaiions  between  the  medical  entities  of  the  Services 

TMIP's  goal  IS  to  provide  the  best  automated  solutions  to  meet  functional  needs  of  the 
deployed  environment.  Therefore,  not  all  capabilities  required  in  gamson  will  be  taken  to 
the  field.  TMIP  embraces  the  "do  in  war  as  you  do  in  peace"  philosophy— the  same 
systems  are  used  in  both  environments.  TMIP's  integrated  medical  information  systems 
ensure  precise,  interoperable  support  for  rapid  mobilization,  deployment,  and  sustainment 
of  all  theater  medical  services  anywhere,  anytime,  and  m  support  of  any  mission.  TMIP  is 
the  medical  component  of  both  the  (ilobal  Combat  Support  System  (OCSSl  and  the 
Global  Command  and  Control  System  (OCCS).  The  relationship  of  these  systems  to 
DOD  IT  capability  and  deployment  to  the  battlefield  via  the  Global  Information  Grid 
(GIG)  IS  discussed  in  a  later  section  of  this  paper. 

In  the  contevi  of  casualty  care,  several  capabilities  are  under  development  and  are  even 
being  deployed  in  support  of  the  TMIP.  Many  of  these  offer  FT  solutions  that  may  be 
considerably  enhanced  in  a  networfc-centnc  banlespace.  Specific  examples  include  tools 
being  tested  by  the  Army's  Telemedicine  and  Advanced  Technology  Research  Center 
(TATRC).* 

•  The  Banlefield  Medical  Information  System  Tactical— Joint  (BMIST-J),  point- 
of-care  diagnostic  tool  for  first  responders,  captures  basic  data  from  a  medical 
encounter." 

•  The  Persona)  Information  Gamer  (PIC)  could  contain  a  service  member’s  20-year 
longitudinal  medical  record  to  include  images,  is  worn  with  the  dog  tag,  is 
updated  afler  each  medical  procedure,  and  can  be  used  with  BMIST  and  the 
Composite  Health  Care  System  11-Theater  (CHCS  ll-T),  which  provides  clinicat 
encounter  functionality  on  a  stand-alone  laptop  computer  in  a  deployed  theater 
environment  and  so  allows  ellicieni  recording  of  paiieni-provider  interaction. 

•  The  SMARTMC3T  equipment  set  was  designed  for  disaster  response/homeland 
security  purposes,  but  the  set  has  been  deployed  to  Afghanistan.  It  has  voice 
communication  and  video  teleconference  capability,  intemei  access,  e-mail,  store, 
and  forward  imagery  capabilities. 

In  addition  to  work  by  DOD  agencies,  the  department  is  funding  a  variety  of  other  private 
and  government  organizations  lo  develop  IT-based  capabilities  that  could  be  utilized  m  a 
military  medical  environment.  These  range  ftom  individual  tools  to  systems.  Some  of  the 
more  advanced  technologies  include' 


"  Office  of  ibe  Secretary  c^DercKC.  HnlU)  Affairs,  '^bratcr  Uedicsl  Intormaiun  PrcNgrstn  ~  Available 
onhac  ai4iiipj'/Www  vicare  osd.mil/peo/ltnip.'derauli  haD> 

**  TA7RC  capabiliites  can  be  vieo^cd  at  <liTtp9  army  itiil'adtindet:  asp> 
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The  yod(  ol'ihe  AuiomaieJ  Remoie  Tri^ije  iU>d  Emcrgencv  Mdru^emeni  Infortnauon 
System  ( AKTEMIS)  project  is  to  iniegrete  edvaAcos  id  conununicaiiOBS  iind  analysis 
icchnologiea  laio  a  remote  mage  system  that  can  expedite  and  improve  care  of  the 
wouoded  [ntbis  paper  we  provide  the  deuiU  of  the  ARTEMIS  military  prototype, 
which  can  be  used  to  mooitor  soldiers  oa  the  battletleld  The  overarching  preniise  of  the 
military  version  of  the  ARTBMJS  system  is  that  the  survivability  of  our  soldiers  and 
mission  success  can  be  improved  by  expanding  the  Flow  of  medical  information  on  the 
banlcHeld  and  throughout  the  chain  of  command.  While  some  casualties  are  unavoidable, 
we  believe  that  these  specific  types  of  miunes  can  be  reduced  and  outcomes  improved 
with  a  more  efTective  analysis  and  distribution  of  medical  information  on  the  banJeHeld. 

Agent  Based  Casualty  Care  (ABC  Care)  combiues  networttiog  aod  sensor  technology  in  a 
system  that  addresses  these  communication  issues  aod  automates  the  diagnostic, 
treatment,  aod  mage  tasks  performed  by  medics  ^  ABC  Care  uicorporaies  mdividual 
computing  devices  (either  wearables  or  PDAs),  a  mobile  agent  inlormafion  management 
network,  a  sensor  capable  of  collecting  peruaent  physiologic  data,  an  assessment  aod 
alert  system  that  analyzes  sensor  data,  an  ad  hoc  wirdesx  routing  system  that  transports 
and  distributes  data  among  computers  in  the  network,  and  a  user  interface  that  allows 
field  and  command  personnel  to  access  a  soldier's  health  status  remotely  as  well  as  issue 
treatment  protocols 

In  addition  to  these  specific  examples  of  systems  that  will  provide  a  capability  io  ao  IT- 
enabled  baiilefteld  to  enhance  the  work  of  the  medic,  there  are  also  efforts  witbm  the 
TMIP  that  focus  on  the  unponani  network-centnc  concept  ofsyochrooizniioo.  One  of  the 
most  unponani  of  these  overarcbuig  capabilities  is  ihe  dissemuiationofiheoicr-wide 
information. 

The  rapid  dissemination  of  current  knowledge  Is  primarily  performed  by  the  Joint  Theater 
Trauma  Regisiiy  (JTTR).  The  Registry  assembles  all  combat  related  core  records,  to 
provide  near-real-ume  analysis  of  cases,  to  improve  prevenuon  or  care  As  of  May  200S. 
over  7,000  records  were  in  the  registry.  As  an  example,  additional  shoulder  padding  was 
added  to  preveol  shoulder  injuries  that  were  being  experienced.  Survival  from  combat 
injuries  has  increased  to  90  percent  in  this  conQici.  which  is  10  percent  higher  iban  to 
Operation  Deseri  Siorm  io  the  curly  1990s  and  the  highest  for  any  coafLci  This  is  due  to 
multiple  factors,  including  increased  body  armor,  but  the  JTTR  has  no  doubt  confnbuied 
to  the  tmprovcmenL  Early  tn  the  current  Iraif  and  Afghanistan  conflicts,  the  value  of 
ioumic|uct  use  and  the  diHiculiy  with  hypothermia  in  axsoctoiion  with  hypovolemic^^ 


*'  SuaaflMcGraLb,  n  al.  'ARTEUIS.  A  Vttiofi  for  Reeiote  Trugc  a>ul  Einergcfie;  MjAascfTieai 
larcnamioo  IcitcgistioA  Available  oalioe  at  •‘wvt  iviadanmoiiib  caJu.  proj^cis'  rr«i.>nsorv 
an  emik  papers' ART  EM  tS  pdf  >. 

^fbid 

HypovckAic  ihdck  tL  cocr^rwy  i^ocdiuuA  b  ^idi  sftvtrt  Uood  sdJ  fluid  Um  caakA  d^  Imh 
imahle  lo  piio^  enoujilt  blood  lo  ibe  body  Hus  rype  of  iboek  eaa  eouse  auifiy  organs  to  slop  worKiog  < 
hap.''Vww.AliD.aiLijov'aietlUfieplu&'ciKy.'anieUy000  te?  bie^ 
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shock  resusciiaiion  was  identilied  by  JTTR  as  an  area  for  health  care  [iroviders  (o 
conceniraie  on  " 

As  we  improve  die  nerwork-ceniric  capabilities  in  the  batilespace,  tunher  advances  can 
be  anibcipaied,  but  diis  will  require  a  planned  development  of  the  IT  inlrastruciure  The 
plans  will  need  to  encompass  not  jusi  access  lo  the  IT-prid,  but  may  also  require 
bandwidth  allocation,  and  other  ^lors  as  identified  below  Choices  will  need  lo  be  made 
and  trade -otfs  implemented,  but  all  will  require  consideration  of  how  the  nerwork-ceniric 
capabiliTy  can  best  be  used  with  the  medical  communities. 

IT  Infrastructure 

A  recent  CTNSP  publication  noted  that  DOD  is  investing  heavily  in  information  systems 
10  support  networfc-centnc  military  capabiliiies  and  Joint  operaiions.4S  With  such 
programs  as  Global  Information  Grid  Bandwidth  Expansion  (0(G-BE),  Transformational 
Satellite  Communications  Systems  (TSAT),  Joini  Tactical  Radio  System  iJTRSl,  and 
Net-Centric  Enterprise  Services  (NCES),  DOD  is  creating  a  global  information  backbone 
and  striving  to  get  useful  bandwidth  and  information  services  to  the  warfighter.  Alter 
declining  in  the  1990s,  spending  on  communications  and  intelligence  has  grown  by  SO 
percent  since  2001 

The  authors  of  the  CTNSP  paper  also  idenulied  that  the  current  IT  capabilities  of  DOD 
compnse  several  components Assembled  and  coordinated  by  the  Defense  Information 
Systems  Agency  (DISA),  the  OIG  is  “the  globally  interconnected,  end-to-end  set  of 
inlbrmation  capabilities,  associated  processes  and  personnel  for  collecting,  processing, 
storing,  disseminaiing  and  managing  informauon  on  demand  to  warfighters,  policy 
makers  and  support  personnel.”  The  OIG  includes  DOD-owned  as  wdl  as  leased 
communH:ations,  computing  systems  and  services,  sothvare,  data,  and  network  services. 
Wkihin  the  GIG,  each  ofthe  armed  services  furnishes  its  own  applications,  services,  and 
operating  networks. 

The  GIG  supports  DOD,  the  intelligence  community,  and  other  parts  of  the  national 
security  establishment  in  peace  and  war.  It  provides  capabilities  to  operate  locally, 
regionally,  worldwide,  in  space,  with  non-DOD  users,  and  with  non-U.S.  forces  and 
networks  The  GIG  operates  over  three  IP-based,  router-defined  networks  for 
unclassified,  secret,  and  top  secret  data  Security  is  provided  by  separation  ftom  the 
global  Internet.  GIG  networks  are  mainiained  by  DISA  and  operate  by  the  Joint  Task 
Force  for  Global  Net  Operaiuns  (JTF-GNO)  under  the  United  States  Strategic  Command 
(STRATCX^M).  In  order  to  ensure  light  linkage  between  maintaining  and  operating  the 


**  Col  Paul  D.  Mongan  ei  al,  "On  ibe  From  Aimy  Annibraologists  in  Operauoo  Iraqi  Freedom- 
Pmoperaiive  Coaniliants  MaLioga  Diffainioeon  ibe  Banleficld,''  July  200$.  ASA  iVrM/rrrrr.  Vo1 60, 
Number  ft  AvailaUc  online  at  <liTtp'’>'wsvT>  asaltq  ors/Ne«9leflm^0O$/tl7-05/mongafi07. 0$.him1> 

^  David  C  Gompen,  Charles  L  Barry,  and  Alf  A  Ambnsseo,  "Extending  tiK  User's  Reach,’' Defense  £ 
TechnoICNgy  Paper  24  (Washmgioo,  DC.  Cenier  torTedutoICNgyandNanorial  Sacunty  Pedtey,  February 
2006) 

•fbid 
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GIG,  the  Director  of  DISA  is  diul-haned  as  the  Commander,  JTF-GNO.  and  the  two 
organizations  are  co-!ocated. 

Extending  the  GIG  to  all  users  is  DOD's  networking  highest  prioniy.  Five  key  initiatives 
comprise  that  etrort; 

«  Global  Information  Ond— Bandwidth  Expansion  (GIG-BE), 

•  Transformational  Satellite  Communications  (TSAT), 

•  Joint  Tactical  Radio  System  (JTRS), 

•  Net-CentTK  Enterprise  Services  (NCES),  and 

•  Information  Assurance  (GIO-IA). 

Taken  together,  these  investments  will  go  ^r  toward  putting  in  place  the  infrastructure 
forinformation  integration  in  support  of  operating  forces 

It  is  into  this  framework  that  the  medical  capability  for  the  military  will  need  to  be 
integrated  As  noted  previously,  the  TMIP  is  the  medical  component  of  both  the  OCSS 
and  the  OCCS  and  is  linked  into  the  (ilG  through  these  portals  Linkage  does  not, 
however,  equate  with  access  or  bandwidth.  The  requirements  for  establishing  the  medical 
infrasunicture  to  support  the  types  of  technology  outlined  in  this  paper  will  need  to  be 
properly  established,  documented,  and  then  incorporated  into  the  pnorities  for  the  GIG 
IT-infrastructure 

With  regard  to  the  IT  infrastructure  that  would  be  required  to  support  the  types  of 
medical  technologies  identified  in  this  paper,  it  is  important  to  note  the  considerable 
differences  between  combat  and  non-combat  zones. 

Mait  noted  that  in  a  sustaining  base,  the  military  and  commercial  sectors  share  a 
common,  often  static,  infrastructure  of  landlines.  Eber  optics,  and  wireless 
communications.*^  Further,  many  military  and  commercial  applications  are  similar,  for 
example,  business  enterprise  applications,  such  as  human  resources.  In  such  instances, 
even  though  security  requirements  may  differ,  the  military  can  rely  upon  the  commercial 
sector  to  offer  solutions. 

However,  where  commerciai  and  military  sectors  differ  most  is  in  combat  tactical 
operations,  where  the  mobile  infrastructure  and  applications  together  have  no  commercial 
equivalent  Although  tire  and  rescue  operations  are  similar  in  some  respects  to  tactical 
military  operations,  domestic  tire  and  rescue  operations  can  rely  upon  a  sustaining  base 
tnfrasuucfure  for  communications.  A  tactical  military  operation  must  carry  its  network 
capabilities  with  it.  Also,  although  logistics  shares  some  requirements  with  ns 
commercial  equivalents,  its  requirement  to  supply  warfighters  implies  adaptation  of 
commercial  practices  and  applications  as  opposed  to  simple  adoption. 


Mail,  cdiior,  Mafni  tTHappeo.  DdciiseA  Trcboology  P£|ier20  (Waabingun.  DC'  Ceoter  for 
TedmoICNgyaod  NaitortaJ  Security  Policy,  Scpicftiber  2005) 
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TtK&e  differences  musi  tse  borne  in  mind  when  medical  IT  soluiions  are  deployed  inio  the 
milira/y  envtronmeni.  A  capabiiiry  ihai  works  in  a  non-combai  zone  may  be  less  effecove 
or  even  fail  when  deployed  mio  a  combat  zone  where  the  IT  infraairucTure  may  be  much 
less  robuai  The  move  lo  a  fully  enabled  nerwork-ceniric  environment  may  help  to 
address  some  of  these  concerns  and  forms  the  last  pan  of  this  case  study. 

Nenvork'Ceoirk  Operations;  Iioprovloc  IT  and  Medical  Capability  in  the 
Baitlespace 

The  OFT  document  dial  explains  the  basis  for  NCW/NCO**  has  noted  that  "nei-ceninc 
warfare  generates  survivability.”^  The  document  further  identifies  that  “NCW  generates 
increasing  lethality,  survivability,  and  responsiveness.”  A  major  contributor  to  increased 
survivability  is  the  development  of  situational  awareness  and  understanding  that  results 
from  effective  implementation  ofNCW/NCO. 

The  basic  tenets  of  NCW.  set  forth  in  Network  Cenitic  Warjare  Departmeni  oj  Dejtnst 
Repon  to  Congrexs  (July  27,  2001 ),  are  as  follows' 

•  A  robustly  networked  force  improves  information  sharing 

«  Information  sharing  enhances  the  quality  of  information  and  shared  situational 
awareness. 

•  Shared  situational  awareness  enables  collaboration  and  self-synchronization  and 
enhances  sustainability  and  speed  of  command 

•  These,  in  turn,  dramaiically  increase  mission  effectiveness. 

The  capacity  to  develop  increased  situational  awareness  and  enhanced  situational 
understanding  is  an  inherent  focus  for  NCW/NCO  and  is  greatly  facilitated  by  immediate 
accessibility  to  highly  capable  low  cost  Tlie  development  of  situational  awareness 
and  understanding  in  health  and  disease  was  the  subject  ofa  publication  by  Armstrong  et 
al.^'  These  researchers  also  developed  an  analytical  approach  for  assessing  which 
technologies  are  most  appropriate  lor  the  task  and  how  they  might  be  developed  into  a 
system -of -systems 

In  a  recent  description  of  NCO  Mail  et.  at  noted  that'  "Vital  to  the  transformation  of  U.S. 
military  forces  is  the  ability  to  conduct  network  centric  warfare  as  defined  in  DOD 


*  MTO/NCW  -  TiK  use  of  network -ceniric  oeeiasoos  fNCO)  es  itie  icrm  of  refctenc*  tor  the  work  of  ibe 
OFT  Itti  t«cofne  more  wideqirad  iban  tbeongirui  lem  of  aeTwork-ceoCTk  warfare.  'Hie  two  conccfur 
extiibiiconuderable  overlap  in  lerms  of  amlysir,  rcaouroes,  etcetera  Both  terms  are  used  in  ibis  document 
but  wl) ere  specific  reference  to  ftublislMd  work  is  made,  ilio  conveotion  of  using  whicbever  lertn  svas 
uulaed  by  ibe  original  auibor  Itaa  t«cn  adofMcd 

Office  of  Force  Transformaiton,  “1110  ImiUcmentation  ofNctwork-Ceninc  Warfare ''  Accessed  August 
1 1, 200l>  ai4ilipj'/www  ofl  osd  mil’> 

'*  Arthur  K  Cebrowslj,  "Secunty  Plaaoing  and  Transfomntiofk’' MsKb  16,2004  Available  online  at 
<bnp  //svw'w  oftosd  mil/1ibrarvAibr8ryxfm?lil)col-2> 

"  RMert  Arnsirong,  Patricia  Coomber,  Sicj^o  Pnor,  and  Ashley  Ditcher  Cncutingfor  Troebie  A 
PMic)Taak«r  i  Gttide  lo  BfiX’vntlng.  Detcfise  &  Technology  Paper  I  ( Waahingloo,  DC  Ccnicr  For 
Tedmologyand  NaitonaJ  Sccunty  Policy,  Iunc2004) 
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D^recikve  $^320.22  daied  December  2,  2004  as  'an  informaiion  supenortiy-  enabled 
concept  of  operations  ihat  generates  increased  combat  power  by  networking  sensors, 
decision  makers,  and  shooters  to  achieve  shared  awareness,  increased  speed  of  command, 
higher  tempo  of  operations,  greater  lethality,  increased  survivability,  and  a  degree  of  self- 
synchroniaation.”*^^  This  document  also  "directs  the  use  of  resources  by  the  military 
departments  to  implement  data  sharing  among  information  capabilities,  services, 
processes,  and  personnel  interconnected  within  the  GIG,"  the  defense-wide  network 
architecture  that  enabler  data  sharing  for  achieving  network-ceninc  warfare  and 
operations  Other  important  policy  directives  and  instructions,  such  as  DOD  Directive 
4630.53  and  4t>30.!U,  establish  policies  and  procedures,  respectively,  for  the 
interoperability  and  supponability  for  all  aspects  of  IT  and  national  security  systems. 

Clearly  we  are  now  witnessing  the  "transtbrmaiion"  that  is  the  t-aison  d'etre  for  the  OFT. 
The  development  of  an  etfeciive  IT  backbone  in  DOD  will  enable  NCW/NCO  integration 
and  facilitate  the  leveraging  of  legacy,  platform-centric  capabilities.  According  to  ihe 
OFT,  U.S  forces  must  leverage  IT  and  innovative  network-ceninc  concepts  of  operations 
to  develop  increasingly  capable  joint  forces.^^  New  information  and  communications 
technologies  hold  promise  for  networking  highly  distributed  Joint  and  muJiinaiional 
forces  and  for  ensunng  that  these  forces  have  better  situational  awareness—  about 
fhendly  forces  and  those  of  adversaries — than  in  the  past 

Notwithstanding  the  progress  noted  above  there  are  still  barriers  to  a  fully  transformed 
network-centric  military  Cebrowski  identified  four  key  areas  where  barriers  eidst;’^ 

•  Process  barriers 

c  Transformation  of  the  management  of  defense 

•  Physical  barriers 

u  Speed  of  mass  i  li  ft  and  mobility) 
c  Speed  of  information  (connectivity  and  interoperablliiy) 

•  Fiscal  barriers 

u  Willingness  and  ability  lo  devalue  and  devolve 
u  Discretionary  versus  non-discreuonary 

•  Cultural  barriers 

u  Speed  of  understanding  versus  speed  of  doctrine 
u  Cognitive  interoperability  and  exploitation  of  shared  awareness 
u  Values,  attitudes,  and  beliefs. 

These  represent  areas  for  future  analysis  of  the  implementation  of  NCW/NCO 


N.  Man,  RicbaM  Cbaii,  Albert  A.  Snarrena.  ‘Nenvork  Cemru  Oeetations,"  in  Defense  & 
TeehnolCNgy  Paper  30,  Matdrn  IT  Happen,  loeeftli  Mall,  cd  (Wasliiagton.  DC'  Ceoter  For  TedinolCNgyafid 
Kational  Secnnty  Policy.  September  2005) 

“Ibid 

'*  Arthur  K  CebrcA«sl:i,  "Secunty  PlaoDing  and  Trafufomntion,"  MfiKb  16,2064  Available  online  at 
'bnp  Unrv'k  ofUoad  ftiil/1ibrary''libraryx&it?libcol-2> 
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E^iulty  there  needs  (o  be  e  constdereikon  eboui  itnpletnentauon  ihai  diould  be  addressed 
as  the  NCO/NCW  concents  begsn  to  develop  wtihm  DOD  llollman  idenutled  three 
(undamenial  questions:'^ 

•  What  IS  the  relationship  between  NCO  and  tactical,  operational,  and  sirate^c 
level  efTectiveness? 

•  How  can  we  measure  progress  toward  achieving  a  network-centric  force? 

•  How  can  we  measure  the  impact  of  NCO  on  effectiveness'’ 

This  paper  describes  a  civilian  example  of  the  use  of  FT  in  a  networfc-ceninc  approach 
that  addresses  one  of  the  key  reasons  for  implementing  NCW/NCO— increased 
survivability.  The  example  of  the  civilian  healthcare  sector  provides  a  useful  examination 
of  the  challenges  for  implementing  IT,  gaining  situational  awareness  and  understanding, 
synchronizing  resources,  and  addressing  connectivity  and  bandwidth  issues  in  complex 
terrain.  These  mirror  some  of  the  potential  issues  for  the  NCO  approach  in  the  military 
medical  community.  The  civilian  example,  when  applied  to  the  current  and  planned 
future  capabilities  lor  the  miiitary  also  identifies  areas  where  successful  implementation 
may  be  achieved  including  novel  approaches  to  issues  of  limitations  on  connectivity  and 
bandwidth. 

The  civilian  health  sector  also  can  generate  data  on  the  related  problem  of  acquiring  and 
maintaining  an  information  network.  A  2004  report  provided  insight  into  some  of  the 
institutional  challenges  to  implementing  a  transforming  NCW/NCO  capability  in  the 
military  The  report  used  as  an  analogy  the  health  sector  citing  the  tact  that  ''There  are 
also  sectors,  such  as  health  services,  with  persistent  information  network  problems  like 
those  faced  by  the  mil  nary,  for  some  of  the  same  conditions  of  fragmented  governance, 
parochialism,  and  administrative  encumbrance  that  plague  EK>D.  Information  users — 
namely  doctors  and  patients— have  been  weak  "market  players  "  Hospital  bureaucracies, 
departmental  stovepipes,  and  IT  vendors  have  had  little  incentive  to  provide  networks 
designed  for  user  access  and  collaboration.  Yet  this  is  beginning  to  change.”  The  lessons 
learned  from  the  health  sector  analysis  provide  a  good  starting  point  for  consideration  of 
the  challenges  lor  theU.S.  military  as  transformation  is  implemented. 

The  implementation  of  network-centric  capability  into  mlliiary  medical  operations  and 
the  increased  survivability  that  can  be  attained  through  IT-based  enhancement  of 
platform  centric  resources  offers  a  new  area  for  research  into  force  transformation.  Based 
on  the  successes  in  the  civilian  sector  this  area  of  analysis  also  offers  a  basis  for  the 
examination  of  some  of  the  key  questions  that  still  surround  NCO/NCW.  Exploration  of 
the  issues,  implementation  of  the  capability,  measuring  success  through  readily  defined 
metrics,  and  current  data  collection  capabilities,  all  provide  good  reasons  to  continue  the 


K  A.  Hollonufi,  *^en«otk  Cemric  OperiUonsCorceftiual  Pramntork  IT  Value  inihe  Neuenmc 
Oipfiization'  Iniegraiing  Commercial  and  Miliiary  Pcrye  coves.'*  December  9, 2003.  Available  online  at 
<)rtp  .'/svTvW  ofLosd  mil/library^ibearycfm^libcol— 2> 

*  David  C  G  om  pen.  Char  lee  L  Barry,  and  A1f  A  Anibcasseo,  "Extending  tbe  Usn'e  kcach  kcsMiisive 
Ncrv'oding  for  Inicgreied  Military  OpersDoos,"  Defense  &  Technology  Pafter24  iWastiiogton  DC  Cenier 
IbrTednologyaiiilNaoorial  Sacuniy  Poltcy,  Febnary200$) 
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examitution  of  iniegraiing  medical  capobiliry  mio  NCO.  More  jmponanily  is  the 
possibility  ihai  successful  implemeniaiion  will  save  the  lives  of  sefvice  personnel.  In  i 
lime  of  war,  with  an  evolving  threai  from  an  adaptable  enemy,  live-saving 
“iransformaiion”  is  an  invaluable  goal  for  our  military  and  those  who  support  them  in 
their  daily  endeavors  on  behalf  of  us  all. 
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Instructor  Guide  to  Battlefield  Care  Case  Study 


Taking  care  of  ctK  troops  during  Operation  /nitfi  Frtedum  (OIF)  has  been  easier  than  it 
was  during  the  first  Gulf  War  due,  in  part,  to  an  application  that  enables  medical 
pervmnel  to  analyze  health  trends  among  warfighiers,  according  to  Defense  Deployment 
Health  Support  ofTKials.  Dr  William  Winkenwerder  Jr ,  Assistant  Secretary  of  Defense 
for  Health  Affairs,  told  a  Congressional  panel  on  March  4,  2004,  that  the  Joint  Medical 
Workstation  (JMeWS)  was  one  of  several  technological  innovations  that  provided 
surveillance  of  troop  heal  th  to  commanders,  who  could  also  use  that  data  to  catch 
imideniified  illnesses  quickly.  'These  capabilities  enable  medical  units  to  electronically 
capture  and  disseminate  near  real-time  surveillance  information  to  commanders,” 
Winkenwerder  said.  “Information  provided  includes  in-theaier  medical  data, 
environmental  hazard  identification  and  exposure  data,  and  cniical  logistics  data  such  as 
blood  supply,  hospital  bed  and  equipment  avaiiabilrty.  TMIP  [Theater  Medical 
Information  Program),  through  the  joint  medical  workstation,  links  care  in  theater  with 
the  sustaining  base  using  interoperable  data  collection  tools.  This  system  serves  as  the 
medical  component  of  the  Global  Combat  Support  System  " 

"Based  on  our  current  analysis,  over  9K  percent  of  those  wounded  have  survived,  and 
one-third  returned  to  duty  within  72  hours,”  he  said  “(t  is  clear  that  far  forward  medical 
care,  improved  personal  protection  and  operational  nsk  management  techniques  continue 
to  save  lives.  For  Operation  Iraqi  Freedom,  the  rate  of  non-combat  disease  or  injury  is 
lower  than  in  any  previous  U.S.  conflict  ” 

Clearly,  survivability  of  troops  and  successful  missions  can  be  improved  by  increasing 
the  flow  of  medical  information  from  the  battlegrounds  up  through  the  chain  of 
command.  This  case  study  reviews  the  need  for  network-ceninc  IT  healthcare  solutions 
using  technological  approaches  m  civilian  and  primarily  in  military  environments.  In 
addition  the  case  study  will  also  highlight  the  weaknesses  that  exist  before  and  after 
implementation  of  neiwork-centnc  capabilities  The  case  study  can  be  taught  with  the 
following  objectives  in  mind' 

Objective  I  Explain  the  current  defiaencies  in  baniefield  medicine  that  can  be  improved 
upon  to  reduce  mortality  and  seventy  of  injuries. 

Que.tfh/f  i:  Why  is  there  a  need  to  improve  battlefield  care  and  what  are  the  known 
limitations  to  batilefield  medical  applications? 

Approximately  25  percent  of  soldiers  killed  in  action  die  somewhere  between  five 
minutes  and  six  hours  from  the  time  of  injury.  Apparently,  the  soldiers  live  long  enough 
to  be  rescued  but  die  before  the  current  medical  treatment  system  can  take  affect  The 
Erst  30  minutes  after  an  injury  is  a  very  critical  time  period  The  survival  rates 
experienced  from  Iraq  and  Afghanistan  are  10  percent  higher  than  in  Operation  De.teri 
Siorm,  due  largely  to  improved  IT  solutions  in  military  operations.  However,  battlefield 
medical  treatment  options  are  limited  ic  evacuation.  IV  fluid,  dressing  application, 
surgical  control,  hocture  stabilization,  and  administering  available  medications.  There  is 
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d  great  need  fof  an  iniegraied  system  for  diagnostic  and  procedure  support  lo  assist 
medics  in  combat  and  in  non-combai.  Rei^uiremenis  for  funire  capability  shall  include 
the  ability  to  extract  information  from  soldiers  and  to  transform  raw  data  into  clinically 
useful  information  for  military  healthcare  staff. 

(fhje</rve  2  Demonstrate  why  civilian  sector  faces  much  less  adversity  in  the  integration 
of  IT  based  healthcare  capabilities. 

Quexihn  2'  Why  have  the  civilian  developers  of  IT-based  healthcare  capability  not  had 
to  face  as  many  limitations? 

The  civilian  sector  has  incurred  fewer  problems  than  the  military  sector  due  to  the  fact 
that  wireless  connectivity,  broadband  access,  and  other  IT  support  structures  have 
become  abundant  in  the  population  overall.  By  comparison,  in  the  forward  areas  of  the 
banJespace,  deployed  theater  communication  infrastructure,  often  called  ihe  '‘tactical 
communicaiion  mfeistruciure,”  provides  communication  between  military  units  operating 
in  Echelons/Levels  1  through  3  Tactical  communication  infrastructure  is  rugged  and 
highly  mobile.  It  is  generally  composed  of  radio  equipment  operating  over  narrow 
transmission  bandwidths  In  addition  lo  constrained  capacity,  tactical  communication  is 
subject  to  degradation  ftom  noise,  enemy  jamming,  and  line-of-sight  (LOS)  limits.  It 
should  also  be  noted  that  voice  circuits  can  support  data  transmission,  given  appropriate 
modem  technology.  The  limned  bandwidth  and  coiuiectivity  represents  a  considerable 
challenge  to  military  adoption  of  civilian  capabiitiies  However,  some  struggles  have 
been  experienced  by  the  civilian  sector  in  rural  areas  that  are  not  IT  enriched  and  may 
require  some  of  the  innovations  that  the  military  is  developing. 

OhjMive  3  A  major  objective  of  casualiy/trauma  care  is  to  increase  patient  survivability 
by  moving  information  and  resources  closer  to  casualties  m  the  field. 

Que.tffin  3  What  improvements  in  civilian  hospital  emergency  care  have  been  made 
that  can  be  applied  in  the  field'’ 

•  Development  of  trauma  system  m  States 

•  Development  of  instruments  and  practices  to  support  medical  care  (mobile  care, 
ECO) 

•  Advancement  that  allows  paiieni  information  to  be  gathered  electronically  at  the 
scene  and  then  be  transferred  to  clinical  and  operational  staff.  This  allows  the 
hospitals  to  prepare  for  a  patient  in  addition  to  reducing  the  amount  of  human 
error  by  using  an  electronic  paiieni  care  reporting  system. 

ObJe^Hive  4'  Define  the  Traditional  Army  Medical  Wartime  Structure  (combai  health 
support) 

Queii  'Ktn  4  Ditlereniiaie  between  the  Echelons  of  the  Combai  Health  Support  System 
and  whai  are  the  assumptions  that  neeil  to  be  made. 


27 


TtK  Sysiefn  is  buili  lo  [irovide  a  coniinuous  line  of  care  for  a  soldier  iniured  on  the 
bonlefleld  ranging  trotn  simple  mterv  eniions  in  (heater  lo  more  compleic  care  at  a  taciliry 
wiirtin  CONUS/Europe. 


Echelon 

Facility 

Type  of  Care 

1 

Battalion  Aid  Station 

Taciioal  Combat  Casualty  Care 

II 

Medical  Company 

Field  Troop  Medical  Clinic 

III 

Combat  Support  1  lospital 

Specialty-based  ''hospital"  care 

IV 

Theater  Hospital 

Rehabilitate  and  return  to  duty 

V 

Home  Station  Hospital 

Long-term  recovery 

Assumptions 

About  Medical  Structure: 

•  Echelons  are  sunictured  for  interrupted  care  and  treatments 

•  Health  service  support  is  a  single,  iniegrated  system 

•  Viable  and  umely  evacuation  system 

•  Viable  medical  logistics  supp)  les 

•  Quality  of  medical  equipment,  personnel  and  training 

•  Fixed  taciliiies  ai  Echelon  IV 

About  Paiieni  Population: 

•  Troops  represent  healthy,  young  population  (mostly  male) 

•  High  level  ot'medicaVdental  readiness  m  troops 

•  Troops  have  good  preventive  medicine  support 

About  Demand  for  Services: 

•  Demand  for  services  will  be  primarily  for  trauma  and  surgical  care 

S  Identity  limited  resources  on  the  field  that  contnbutes  to  the  less  than 
optimal  current  combat  care 

Que.u^m  5*  What  technologies  are  being  developed  to  improve  combat  care? 

The  health  and  safety  of  (he  soldiers  is  essential  lo  (he  outcome  ofamission  Extreme 
combat  conditions  make  casualty  care  difficult  and  put  the  medics  at  risk  It  is  necessary 
to  have  a  communications  system  (or  systems)  in  place  ihai  allows  for  uniniemjpted  flow 
ofinformaiion  regarding  a  solder's  history  and  medical  status,  and  lo  have  all  levels  of 
treatment  received  for  battle  and  non-banle  point  of  care. 

DOD  Development  Research; 

•  TMIP  (Theater  Medical  Information  Program)  Medical  component  of  Global 
Combat  Support  System  (GCSS)  and  Global  Command  and  Control  System 
(GCCS).  Designed  to  rectify  deficiencies  ideniifed  dunng  the  first  Gulf  War. 
TMIP’s  goal  IS  to  provide  the  best  automated  solutions  to  meet  the  needs  of  a 
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de[iloye>l  environmeni.  The  following  capabiliiie«  are  under  developmeni  (o 
support  TMIP; 

1  BMIST-J.  Caprure^  basic  daia  from  encounter; 

2  PIC.  Holds  tnedicaJ  records  of  20  years,  includjng  images  To  be  worn 
with  dog  lag;  information  can  be  added; 

3  SMARTMC3T.  Designed  for  disaster  response.  Contains  voice 
commimicaiion,  video  lelecom,  internet,  emari,  can  store  and  forward 
image 

•  Other  funded  research  to  develop  IT-based  capabilities  that  may  be  applied  in  a 
medical  military  environment. 

1  ARTEMIS.  Integrates  advances  in  communications  and  anaiysis 
technologies  into  a  remote  triage  system  that  can  expedite  and  improve 
care 

2  ABC.  Combines  networking  and  sensor  technology  that  makes  an 
individual  computing  device  that  allows  field  and  command  personnel  to 
access  soldiers’  health  status  remotely  as  well  as  administer  treatment 
protocols. 

()hje<<ive  li  Show  that  as  nerwork-ceninc  capabilities  in  the  battle  space  grow,  the  need 
for  further  development  of  the  IT  inh’astructure  to  support  the  capabilities  increases 

6  What  investments  are  being  made  to  improve  network  infrastructure  and 
how  would  the  requirements  differ  from  civilian  to  support  the  military  medical 
technologies? 

Sustaining  capabilities  in  the  military  and  commercial  sector  share  a  common 
infrasirucTure  (land  lines,  fiber  optics,  and  wireless  communications)  However,  they 
dilfer  in  regard  to  tactical  operaiion.  A  capability  that  works  in  a  non-combat  zone  may 
be  less  efteciive  or  fail  when  deployed  lo  a  combat  zone,  where  the  infiastrucrure  is  less 
robust  DOD  has  invesieil  heavily  in  systems  such  as  the  Global  Information  Grid  (GIG). 
The  0(G  includes  communications,  computing  systems  and  services,  software,  data,  and 
network  services  to  support  the  DOD  and  other  national  security  establishments  in  peace 
and  war.  The  010  operates  over  three  IP-based,  router-defined  networks  Extending  the 
010  to  all  users  is  a  pnority  of  DOD.  There  are  five  key  initiatives  to  accomplish  this 
effort  to  put  in  place  the  appropriate  infrastructure  to  integrate  information  for  supporting 
operating  forces; 

•  OIO-BE 

•  TSAT 

•  JTRS 

•  NCES 

•  OIO-IA 

Oh/e<iive  7  Identity  barriers  that  exist  that  will  force  future  analysis  to  address  to 
transform  to  a  nerwork-ceninc  military. 
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QueMfin  7  Whai  are  ihe  barriers  thai  siiK  exist  for  a  transformed,  networfc-ceninc 
military^ 


•  Process  (management  of  defense), 

•  Physical  (S[teedofmass,  speed  of  informaiion), 

•  Fiscal  (ability  lo  devalue  and  devolve,  discretionary  vs.  non-discretionaryK  ^nd 

•  Cultural  (speed  of  understanding  vs.  doctrine,  cognitive  inopeeability,  values, 
amiudes,  and  beliefs). 


Exploration  of  the  issues,  implementation  of  the  capability,  measuring  success  through 
detined  metrics  and  data  collection  capability  are  all  sufficient  reasons  to  continue  to 
examine  the  integration  of  medical  capabilities  into  networtc-centnc  operations.  The 
lessons  learned  horn  the  health  sector  provide  a  good  base  for  the  challenges  that  face  the 
military  as  transformation  is  implemented. 
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